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1. Overview

The UPSwatch is a power monitoring and control software that communicates with a UPS to retrieve the

UPS information and protects the operating system which is supplied power by the UPS during power events
(Such as input power fail). Using a Web Browser, you can easily obtain the current UPS status, configure your
shutdown strategy and view the countdown to shutdown information. UPSwatch also has the ability to notify
the device managers through e-mail and SMS.

UPSwatch works with multiple ShutdownAgent 2012 to protect a large number of hosts which are powered by

the UPS.
ShutdownAgent ShutdownAgent
SNMP Trap Forward Trap
SNMPv1
SNMPv3 4
32 nodes snodes \ 255 nodes

1.1 Features

1. Work with ShutdownAgent 2012 to protect a large number of hosts:

Each UPSwatch can connect up to 255 ShutdownAgent 2012. Each ShutdownAgent 2012
can forward the received SNMP trap to up to 255 ShutdownAgent 2012.

2. Support RS232 protocol to monitor and control the connected UPS.
3. Support USB to monitor and control the connected UPS.

4. Support SNMPv1, v2c and v3 trap.

5. Support SMS for mobile notification.

6

Support SNMPv1, v3 server access for monitoring UPSwatch status and configure
shutdown parameters.

7. Provide web interface through HTTP and HTTPS.

8. Has the ability to send e-mail and SMS to notify the user and device manager.
9. Support scheduling shutdown, restart and battery test.

10. Provide the batch configuration to deploy settings at a finger click.

11. Support console configuration for basic system parameters setup.

12. Support 32/64 bit software programs.

1.2 OS Support
» Windows 7, 8, 10 e Linux OpenSUSE 11.4 « Citrix XenServer 6.0.0
« Windows 2003, 2008, 2012, 2016 e Linux ubuntu 10.04 e Linux KVM
« Windows 2008/2012 Server Core, e LinuxFedora3.1.9
Hyper-V 2008/2012 o Cent0S5.8
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2. Installation| Uninstallation

2.1 For Windows System

There are two setup programs: UPSwatch-Setup(win32).exe and UPSwatch-Setup(x64).exe. One setup
program is for 32 bit Windows operating system and the other is for 64 bit Windows operating system.

2.1.1 Installation Process
1. Execute the UPSwatch-Setup(xxx).exe to run the setup program.
2. Press the “Next” button to continue the installation or press the “Cancel” to stop the installation.

UPSwatch - InstallShield Wizard *

‘Welcome to the InstallShicld Wizard for
UPSwatch

The InstallShield ‘Wizard will install UPSwatch on your
computer. To continue, click Mest

< Back Cancel

3. At this stage you can change the destination location by pressing the “Browse”button or just press
the “Next” to install the software in the default location.

UPSwatch - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

Setup will install UPSwatch in the following folder.

Ta install to this folder, click Next. Toinstall to 2 different folder, click Browse and select
another folder.

Destination Folder

C:\Program FileshJPSwatchh Browse...

InztallShield

< Back Cancel

4. Now the setup program is ready for your confirmation to start copying the related program files. Press
the “Install” button to install the software to the destination location in your hard drive.
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5. Now the setup program is copying the files and showing the progress.

UPSwatch - InstallShield Wizard *

Setup Status

The InstallShield Ywizard iz instaling UF3watch

Walidating install

InztallShield

Cancel

6. Afterthe installation is complete, press the “Finish” button to exit the installation process.

UPSwatch - InstallShield Wizard

InstallShield Wizard Complete

The InztallShield ‘Wizard has successfully installed UPSwatch,
Click Finish to exit the wizard.

< Back Cancel

7. Once the installation is complete, UPSwatch will automatically start the service program and add
anicon to the task bar. A dialog box will pop up to ask if you want to configure the basic parameters via
console. If you are not operate a Windows server core operating system then you can ignore this. Just
press “No” to finish the installation. Press “Yes” to launch the console configuration in the shell mode. See
chapter 3 for more details.

UPSwatch - InstallShield Wizard

Do you want ta launch the UPS-Config to configure the basic parameters?

YEes : No
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The UPSwatch software is comprised of two modules:

A Service module (UPS Service: UPS-Service.exe), which runs in the background as a Service and
communicate with the UPS through the assigned port.

A Status module (UPS-Status.exe), which enables you to control and configure the software through drop
down menus and dialog boxes. It also allows you to launch the web browser and login automatically to
monitor, configure and control the software.

After finishing the installation, the setup program will create a UPSwatch association with the
following shortcuts:

« Console Configure: To launch the UPS-Config.exe for you to quickly configure the
basic communication parameters.

« Uninstall: To remove the UPSwatch from your hard disk, the configuration data will
still be kept in the installed directory.

« User Manual: The user manual in PDF format.

« Web Monitor: The major user interface of UPSwatch, used to monitor and configure the software.

2.1.2 Uninstall Process

1. Select Uninstall from the UPSwatch program folder to start the un-install process. Or Use the Add|/
Remove Program in the Control Panel.

2. Press the “Yes” button to confirm removing all of the application from the hard drive or the “No” button
to cancel the uninstall process.

UPSwatch - InstallSkield VWizard

Do you want to completely remove the selected application and all of its
features?

Yes ; No

3. Press the “Finish” button to complete the uninstall process.
Uninstall Complete

InstallShield Wizard has finizhed uninztaling UPSwatch.

< Back Cancel
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2.2 For Linux System

2.2.1 Installation Process

1. Please login to the Linux system and change to the root account:

SuU root
2. Copy the upswatch-linux.tar.gz to the /tmp directory:
cp upswatch-linux.tar.gz /tmp
3. Change your working directory to [tmp:
cd /tmp
4. Uncompress the upswatch-linux.tar.gz:
gunzip upswatch-linux.tar.qgz
5. Extract the upswatch-linux.tar:
tTar xvf upswatch-linux.tar
6. Run the install script:
/install

Do you want to install the UPSwatch? [y|n]

7. Press ‘y’ to start the installation process:

Copying files ..........cuunn
Install service link.

UPSwatch @:off 1:o0ff 2:off 3:on

Starting UPSwatch ... done

The destination directory is /usr/local/upswatch.

4:0ff 5:on

Do you want to configure the UPSwatch right now? [y/n]

6:0ff

8. Now the UPSwatch has been installed in the following directory [usr/local/upswatch/ and the service

program starts up automatically. Press ‘y’ to launch the [usr/local/upswatch/configure program to
configure the basic networking parameters for UPSwatch or press ‘n’ to finish the install process.

Please see chapter 3 for more information if you want to configure the basic networking parameters.
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2.2.2 Uninstall Process

1. Please login to the Linux system and change to the root account:
su root

2. Change your working directory to [usr/local/upswatch:
cd /usr/local/upswatch

3. Run the uninstall script to remove UPSwatch:
/uninstall

4. Press ‘y’ to start the uninstall process.
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3. Console Configuration

The configuration program is design to do the basic configuration for UPSwatch in the shell mode. The
software can be launched at the end of the installation process or you can go to the installed directory to
launch it manually.

For Windows it is located in “C:\Program Files\UPSwatch\UPS-Config.exe”

For Linux it is installed in “/usr/local/upswatch/configure”

3.1 Console Menu

No. | Function Description Default
1. SNMP Server Port The UDP port for replying SNMP get/set commands 161
2. HTTP Enable or disable the HTTP protocol Enable
3. HTTPS Enable or disable the HTTPS protocol Enable
4, HTTP Port The TCP port for HTTP 80
5. HTTPS Port The TCP port for HTTPS 443
6. Manageable Allow the management software to manage UPSwatch Enable
7. Save Save the configured parameters to config.ini
8. Set Firewall Insert or remove the firewall rule for the UPSwatch.
This option is provided for quickly testing the network
communication. The firewall settings may be recovered after
the OS reboots.
9. Restart UPSwatch Service | Restart service program to apply the changes
0. Exit Exit the configuration program
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4. Operation in Windows

After the installation, UPSwatch places an icon in the task bar to indicate the status of the monitored UPS.

Icon Description
:‘?ﬁ Normal

c?ﬂ Service stop

[+ UPS on battery mode
s UPS battery low

e UPS on bypass mode
-;%fﬂ UPS disconnect

To show the pop up menu, please move the cursor over the UPSwatch icon and then click the mouse button:

Web Monitor...
Property...

v Show Countdown
Cancel Countdown
Pause Motify Message

Stop Service

4.1 Web Monitor

UPSwatch implemented a web engine to provide the web interface to interact with the end customers. You
can monitor and configure the software through the web interface.

Select the Web Monitor menu from the menu to launch the default web browser, if your login account in

the Windows system belongs to the local Administrators group then UPSwatch will login to its web engine
automatically as the administrator privilege. If you connect a web browser from a remote PC then you have to
login with the proper account and password.

For more detailed information about the web operation, please refer to chapter 5.
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4.2 Property

Selecting the Property menu provides another way to configure the basic parameters of UPSwatch. From the
General page you can observe the software version number, IP addresses and host name.

UPSwatch - Property ? ¢
General
System
UPSwatcn Language:
02.01.13u English “

Host Information

P Adcress= |e80::1993:e06e:00c0:3867%4 A
192.168.56.1
feB0::d891:189:2f5c:5e2c%7
100.75.31.114

Host Name= TWTN1NBOG87

W
Web
MIHTTPS  Port= |443
by y

Login Account...

4.2.1 Language:
Select the supported language from this option.

4.2.2 HTTP:

The HTTP port can be enabled/ disabled and assigned a different number. The default value is enabled
and port 80.

If you have changed the HTTP port number from 80 then you have to key in the URL as the following:

http://192.168.1.100:8001

where 192.168.1.100 is the ip address of the PC which UPSwatch was installed and the 8001 is the port
number which you assigned.

NOTE: Please check the Windows firewall setting if the HTTP connection is refused.

4.2.3 HTTPS:

The HTTPS port can be enable/ disabled and assigned a different number. The default value is enabled
and port 443.

If you have changed the HTTPS port number from 443 then you have to key in the URL as the following:

https://192.168.1.100:4430

where 192.168.1.100 is the ip address of the PC which UPSwatch installed and the 4430 is the port number
which you assigned.

NOTE: Please check the Windows firewall setting if the HTTPS connection is refused.
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4.2.4 Login Account:

UPSwatch implements three (3) levels of authentication for the web login as follows.

Administrator:

Has sole right to modify the UPSwatch system settings.

Device Manager:

Does not permit to change the system settings but has the ability to modify the device-related settings.
Read Only User:

Does not have the rights to change any of the system or device-related settings. The Read-Only User is only
permitted to observe the UPSwatch status.

The following is the default account and password list, please note that they are case-sensitive.

Account Password
Administrator admin password
Device Manager device password
Read Only User user password
Web Login Account @

Administrator

Account:  admin

Password: weesesssse

Device Manager

Account:  deyice

Password: eeesesssse

Read Only User

Account:  ysar

Password: wesessse

4.3 Show Countdown

Select the Show Countdown menu to display the countdown windows when UPSwatch starts counting down
the OS shutdown delay.

UPSwatch
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4.4 Cancel Countdown

Select the Cancel Countdown menu during the counting down to stop the shutdown process. To resume the
shutdown process, please de-select the Cancel Countdown menu item to continue counting down the OS
shutdown delay.

In addition to de-select the Cancel Countdown menu to continue the countdown process, when the shutdown
event changes the software will start a new countdown process.

4.5 Pause Notify Message

Selecting the Pause Notify Message will stop the next pop-up notification message. The notification will
resume the next time the status changes.

4.6 Stop Service

Selecting the Stop Service menu will stop the UPSwatch service module. To restart the service, uncheck the
Stop Service menu.
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5. Web Interface

5.1 Run a Web Browser

To connect to UPSwatch from the same PC where UPSwatch is installed, select the Web Monitor from the
task bar menu. UPSwatch will open your default web browser and if you are the Administrator you will be
automatically logged in.

UPSwatch allows a maximum of 16 users to be logged in at the same time.
You can also connect a web browser from a remote PC. Follow these steps:
« Start your Web Browser.

« Enter http: [/host_name or http: //ip_address in the address bar for the plain text web transmission or
https: //host_name or https: //ip_address for the encrypted web transmission.

« If you have changed the port number of HTTP or HTTPS then please enter http: //host_name:port_
number or http: //ip_address:port_number in the address bar for the plain text web transmission
or https: /[host_name:port_number or https: [/ip_address:port_number for the encrypted web
transmission

« UPSwatch will then ask your account and password.

« After keying in the correct account and password, the UPSwatch Home Page will appear on the screen.

B <1 B web Server Login EOEE - O x
S 0O @ | 120 W o= L e
UPSwatch

Site IP: 192.168.56.1

Note: UPSwatch will logout the user automatically if there is no any data transmission through HTTP/HTTPS
for more than 30 minutes.
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5.2 Monitor >> Information >> Summary

This web page includes the information of identification, shutdown status, UPS status and the last 5
event logs.

S € Home [ Logout [Engish ]
é’ SoLaHD
EMERSON Upswatch
|  Monitor | Device | System | System Time - Wed 03/20/2019 PM 03:25:31

POLCC My b

Summary o Monitor » Information » Summary
Battery ‘ S ‘ ‘ Shutdown ‘
InfOut/Bypass Identification Shutdown
Model SPS850 Type Off line Shutdown Type: Shutdown
yp
Identification Rating VA 250 va
0S8 Countdown:
s Detail.
Status Indication ==
UPS Properties Schedule
ShutdownAgent @ UPS Communication: Normal Next Shutdown Time:
Next Restart Time:
@ UPS Health Normal N T
@ Output Source Normal Next Deep Batt. Test Time
Weekly Schedule...
y @ Output Load 0% Specific Schedule
-
_— Y @ Battery Status Normal
4 @ Battery Capacity NENENNNENE] 100%

Last 5 Event Log

Date/Time Event Level Event Description
03/20/2019 15:25:02 System Account admin login from 127.0.0.1
03/20/2019 156:23:19 Information Stop countdown shutdown

03/20/2019 15:23:19
03/20/2019 15:23:19
03/20/2019 156:23:19

o row N oo

(D eventLog...

Identification
Display the UPS model, serial number, UPS type and rating VA.

Shutdown

Display the shutdown type (Shutdown, Power Off, Hibernate) and the countdown time to shutdown the OS in
second.

UPS Properties
List the major UPS properties for monitoring the UPS health, output and battery status.

Schedule

Calculate the nearest time to shutdown, restart, do the 10 seconds test and deep battery testin 1 month from
weekly schedule and specific schedule.

Last 5 Event Log
Show the last 5 event logs, if you want to see more event log please visit the Event Log page.
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5.3 Monitor >> Information >> Battery

Go to Monitor >> Information >> Battery to view the information of Battery Status, Battery Measurement,
Battery Cabinet and Replacement Date.

. . f% Home [ Logout |English -
& SoLaHD
EMERSON uPSwatch

|  Monitor | System Time : Wed 03/20/2019 PM 03:27:01

Summary Monitor » Information » Battery

Battery [+] Battery

In/Cut/Bypass Status
Status: Normal

Identification

Charger: Rest
TestResult: No Test Performed
On Battery Time: 0 Second(s)

ShutdownAgent Measurement

Status Indication

Battery Capacity: | WENNNRENNN] 100%

Voltage: 13.6 v
f Temperature: 22 “c
-_ ) Replacement Date

Last Battery Replacement Date:

03/19/2019 MmDDYYYY)
Nex: Battery Replacement Date:
03/19/2022 pMamDDYYYY)

5.4 Monitor >> Information >> In|Out|Bypass

Go to Monitor >> Information >> In| Out Parameters to view the information of Input Measurement, Bypass
Measurement and Output Measurement.

. {% Home [ Logout |English ~
& SoLAHD
EMERSON Upswatch

|  Moniter | System Time : Wed 03/20/2019 PM 03:28:21

WO Hewy  About
Summary Monitor » Information » In/Out/Bypass
Battery Input Output
InfOut/Bypass o Frequency: 60.0 Hz Measurement
Velizge:=4213 ¥ Output Source: Normal
Identification Froquency: 60.0 .
Status Indication Epoce Voltage: 118.3 v
L 1 Current: 0.0 a
ShutdownAgent Power 0 watt
Loading: 0 %

23
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5.5 Monitor >> Information >>Identification

Go to Monitor >> Information >> Identification to view the information of Identification and UPS Rating.

N & Home [ Logout |English
& SoLAHD
EMEﬁSON UPSwatch

|  Monitor | Device | System System Time : Wed 03/20/2019 PM 03:28:23
PO ey | Avout
Summary Monitor » Information » Identification
Battery Tdentification UPS Rating
InfOutBypass | Model: SPS850 | VA: 850 va

Type: Off line Input Voltage: 120 v
Identification ] UPS Firmware: 00 Frequency: 60.0 Hz
St Indicaion Web Software: 02.01.13u | Battery Voltage: 12v

High Transfer Voltage: 144 v

ShutdownAgent Low Transfer Voltage: 90 v

4

\ WA

5.6 Monitor >> Information >>Status Indication

Go to Monitor >> Information >> Identification to view the information of Identification and UPS Rating.

% Home [JLlogout |Engish ~
SoLaHD
: uPswatch
EMERSON e
System Time - Wed 03/20/2018 AM 11:29.45
F—— Monitor » Information » Status Indication
Battery l Status Indication
In/Qut/Bypass @ Economy Mode @ UPS Disconnect @ Output Over Voltage
@ Buzzer Enabled @ Buzzer Alam @ Output Under Voltage
enSicaho @ Input Out Of Range @ Overload
Status Indication o @ Battery Low @ Temperature Out Of Range
@ Battery Depleted @ Other Waming
ShutdovmAgent @ Baftery Need Replace @ Fan Abnomal
@ Battery Ground Fault @ Fuse Abnormal
@ Test In Progress @ Inverter Abnormal
ai arger Abnormal
. @ TestFail @ Charger A 1
j @ Output OFf @ Bypass Out Of Range
-‘ A @ On Bypass @ Emergency Power Off
F 4 @ UPS System OFF @ Phase Asynchronous
@ UPS Shutdown @ Rectifier Abnormal

5.7 Monitor >> Information >>Power Module

Go to Monitor >> Information >> Power Module to view the information of Power Module Bypass and Power
Module ID1/ 2/ 3] 4. Please note that this page only appears when your UPS has designated power modules.

Page: 15



5.8 Monitor >> Information >>ShutdownAgent

This web page collects all of the ShutdownAgent 2012 which you assigned to work with UPSwatch to protect a
group of servers.

% Home [JLogout |English -~

& SoLaHD
EMERSON uPSwatch

System Time : Fri 05/18/2012 PM 05:41:25

BT oy About

Summary Monitor » Information » ShutdownAgent

Battery
ShutdownAgent 2012 List

InfOulBypass

IP Address os CUT:'::‘!:!;WII Reamn Las(l;z]uch
Identification
172.16.187.243 Microsoft Windows XP Professional Service Pack 2 . i
@ software-xp (build 2600) 0:42 Power Fail 7,

Status Indication
[ 172.16.186.10  Microsoft Windows Server 2003, Standard Edition N 2
2 “upssoftware Service Pack 2 (build 3730) inkost

ShutdownAgent [+]

5.9 Monitor >> History >>Event Log

Go to Monitor >> History >> Event Log >> Page 1] 2| 3] 4 to see events that occur. The existing ones are
overwritten when the maximum number of entries (10,000) is reached. You can also download the entire
event log archive (event_log.csv) recorded during an assigned period of time on your computer.

% Home [JLogout |English -

J»

SoLAaHD
UPSwatch

EMERSON

System Time : Fri 05182012 PM 05:36:22

information [T About

Event Log o Monitor » History » Event Log » Paget A
Data Log ‘ Event Log
Configure © Page Download Al
© From 05/182012  (MMDDYYYY) To 05182012 (MMDDIYYYY)
Code  Date Time Level Event Log =
4 7 0582012 171958 System Account admin login from 127.0.0.1
[ ] 05M82012 171820 System IPv4-HTTP: OK IPv6-HTTP: OK IPv4-HTTPS: OK IPY6-HTTPS: OK
= Y 05182012 171820  System IPv4-SNMP Server: OK IPv6-SNMP Server: OK
_— 7 0 0SM8R012 171815 System Service program startup
o 1 0SM82012  1TIBOD7  System Service program is terminated
2 0SMBRO012  1T:AT:24  System Account admin login from 127.0.0.1:4588T
05182012 171722 System IPv4-HTTP: OK IPv6-HTTP: OK IPv4-HTTPS: OK IPY6-HTTPS: OK
05M82012  ATT:22  System 1Pv4-SNMP Server: OK IPv6-SNMP Server: OK
0 0SMBR2012  ATATAT  System Service program startup

Date: The date when the event occurred.

Time: The time when the event occurred.

Level: The Event Level of the event occurred.

Event Log: The description of the event that occurred.
Download Event Log from UPS

The UPSwatch sends a request to the UPS, collects the event logs saved in the UPS, and replies to the user
through network. Please note that this option only appears when the UPS supports this function, and the
event logs saved in the UPS may be different from the event logs saved in the UPSwatch.

Page: 16



5.10 Monitor >> History >>Data Log

This web page lets you observe the history values by the a single date, a month, a year and a user defined

period of time. You can also download the history data by clicking the “Download” button.

5.10.1 Observe by Day

Click on the top Day tab to observe the history values by a specified date.

Date Text Box:

Click on the Date text box to pop-up a calendar to pick up a date to observe the history values for the

connected UPS.
Line Chart:

Each color of line indicates the choose value item. Move your mouse over the line to display the time and

associated value.

Color Boxes:

Click on the color boxes of items to disable drawing the line, click them again to enable drawing the line.

Download:

To export the energy data to a .csv file.

% Home [y Logout |English ~
SoLaHD
EMERSON uPsSwatch
|  Moniteor | Device | System Time - Wed 06/13/2012 PM 06:51:24
itomation [0 About
Event Log Monitor » History » Data Log » 06/12/2012 ~ 06/12/2012
Data Log [+] Data Log Day :
Configure: During: € 06/122012 © Item 1 : [Out Voit-1 (Lo / Hi) [+]
:[In Volt-1 (Lo / Hi) =]
el 150
P
— ] 126 L 144
= A
y B I e R e e | .
114 L 131
100 F124
103 118
931 =111
92 - 105
86| L 99
21 92
04 05 06 07 02 03 09 10 11 11 12 13 14 15 15 16 17 18 18 19 20 21 2 2 2
) | Out Voii-1 (Lo / Hi) ] In Voil-1 (Lo / Hi) ©
Display Deail Data...

i
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5.10.2 Observe by Month
Click on the top Month tab to observe the history values by a specified month.
Date Text Box:

Click on the Month text box to pop-up a calendar to pick up a month to observe the history values for the
connected UPS.

Line Chart:

Each color of line indicates the choose value item. Move your mouse over the line to display the time and
associated value.

Color Boxes:
Click on the color boxes of items to disable drawing the line, click them again to enable drawing the line.
Download:

To export the energy data to a .csv file.

5.10.3 Observe by Year
Click on the top Year tab to observe the history values by a specified year.
Year Text Box:

Click on the Year text box to pop-up a calendar to pick up a year to observe the history values for the
connected UPS.

Line Chart:

Each color of line indicates the choose value item. Move your mouse over the line to display the time and
associated value.

Color Boxes:
Click on the color boxes of items to disable drawing the line, click them again to enable drawing the line.
Download:

To export the energy data to a .csv file.
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5.10.4 Observe by User Defined

Click on the top Specific tab to observe the history values by a period of time.

Date Text Box:

Click on the Date text box to pop-up a calendar to pick up a range of date then press the Apply button to

observe the value items.
Line Chart:

Each color of line indicates the choose value item. Move your mouse over the line to display the time and

associated value.

Color Boxes:

Click on the color boxes of items to disable drawing the line, click them again to enable drawing the line.

Download:

To export the energy data to a .csv file.

EMERSON

Imormation [ 1110 Avout

SoLaHD
UPSwatch

System Time : Wed 05/23/2012 PM 02:49:55

Event Log Monitor » History » Data Log » 05/22/2012 ~ 05/23/2012
baos o | [Emma]  [o ][ | [ | (e
Configure During: 052212012  ~ 05/23/2012 item 1 z|In Volt-1 (Lo / Hi) =

:[Out Volt-1 (Lo Hi) =

123
1144

100+

) WA

86

1

574

434

29

14+

0

™

05222012
000000 05222012
044200

2 05222012 05232012 05232012
00 05222012 191200 05232012 p44g00 05232012 142400 05232012
142400 00:00:00 09:36.00 181200

B In Voit-1 (Lo / Hi) i Out Volt-1 (Lo / Hi)

% Home [ Logout |English ‘

141

k125
110
94
78
63
L a7
31
L 16

0
05242012
00.00:00

[

1
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5.11 Monitor >> History >>Configure

Go to Monitor >> History >> Configure to clear the history data logs and event logs. You can also assign the
Save Data Interval.

2 % Home [ Logout |English ~~
SoLaHD
EM E‘;?SON UPSwatch

System Time - Fri 05/18/2012 PM 05:35:01

Information  [IEEIN  About

Event Log Monitor » History » Configure
Data Log History Data Event Log
Configure =
9 ° Data Storage: 12 month(s) Maximum event log entry: 10000
v Y | Auto Export ‘
—_— 74‘.
&= v Interval:| Disable [=] minte(s)
Path Name: (File Name: UPS.csv)
C:\Program Files\UPS -
Cloud\Reporth
Apply

Clear Event Log: To clear the whole data log.
Data Storage: To assign the months to save data log.

Auto Export: To save the UPS data in the specified directory by the assigned interval. The software creates the
“UPS.csv” to export the inverter data.

Interval: The interval to append the UPS data to the file.
Path Name: The directory for UPSwatch to create the related file.

5.12 Device >> UPS >>Configure

Go to Device >> Management >> Configure to configure the UPS. The configuration values are saved in
the UPS orin the UPSwatch and these values change UPS operation. The configuration items include the
following.

% Home  [J]Logout |English v B

é SoLAHD
P! h
EMERSON uPswate
Monitor | System Time : Wed 0512372012 PM 02:15:41
[ 5|  management Notification
Configure o Device » UPS » Configure
Control Configure ] s

Select UPS Configuration:
| [AutoRestart
Transfer Voltage

Event Level

Battery Replacement Date

Low Battery Previous Replacement: 01/30/2012  (MM/DDIYYYY)
Ballery Replacement Date
Next Replacement. 0173012015 (MM/DDIYYYY)
: Battery Replacement Notification: [ Enable
&=__J o e -
) Refrash ((Submit ]

Desription: After the batery replacement dates are assigned, the card then send
the command to store these date information in the UPS

Please note that different UPSs may support different configuration options.
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Auto Restart

After you click Submit to confirm your auto restart setup, the UPSwatch will send the command to the UPS to
enable auto restart.

UPS Buzzer

After you click Submit to confirm your buzzer setup, the UPSwatch will send the command to the UPS to
enable buzzer.

Voltage Sensitivity

After you set up your voltage sensitivity (there are Normal, Reduced, and Low selections) and click Submit, the
UPSwatch will send the command to the UPS to enable the UPS’s voltage sensitivity function.

Transfer Voltage

After you click Submit to confirm your transfer voltage setup, the UPSwatch will send the command to the UPS
to enable the relevant functions.

Low Battery

This configuration saves the setup values in the UPSwatch and compares with the values received from the
UPS. If the received battery level is lower than the assigned one, the UPSwatch will trigger a low-battery alarm.

Battery Replacement Date

After you set up battery replacement dates, the UPSwatch will send the command to the UPS and save the
information in the UPS.

External Battery Pack

After you click Submit to confirm your external battery pack setup, the UPSwatch will send the command to
the UPS and save the external battery pack quantity in the UPS.

Bypass Transfer Frequency

After you set a tolerance of bypass transfer frequency and confirm your setup, the UPSwatch will send the
command to the UPS. If the UPS transfers to bypass mode and the bypass frequency is out of the tolerance,
output will be turned off and critical loads will be protected.

Bypass Transfer Voltage

After you set a tolerance of bypass transfer voltage and confirm your setup, the UPSwatch will send the
command to the UPS. If the UPS transfers to bypass mode and the bypass voltage is out of the tolerance,
output will be turned off and critical loads will be protected.

Periodic Auto Test

This configuration is used to set up battery test time. After you confirm your setup, the UPSwatch will send
the command to the UPS and save the setup in the UPS. When the test time is due, the UPS will automatically
perform the battery test.

Output Dry Contacts

After you click Submit to confirm your setup of output dry contacts, the UPSwatch will send the command to
the UPS, save the values in the UPS, and report the current UPS’s status.

Custom Battery Test

This configuration lets you set the battery voltage and test time to check the battery. If the battery can sustain
the assigned test time during discharge and the battery voltage is higher than the assigned value then the test
is passed.
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5.13 Device >> UPS >>Control

Go to Device >> Management >> Control to configure relevant control commands. After you click Submit,
the UPSwatch will send the according commands to the UPS to enable relevant functions. The control items
include the following.

% Home  [JLogout [English E

& SoLAHD
EMERSON uPSwatch
Monitor |  Device System Time : Wed 05/23/2012 PM 02:16:53
[ ————
Configure Device » UPS » Control

n

Control (] Control I

Select UPS Control.

Event Level
Outlet Control
Buzzer Mute ikt
Outlet Bank 1: Turn OFF in 60 Seconds
Switch Bank
4
. | Outlet Bank 2: Turn OFF in 60 Seconds

-0 d

Deseription: Press the Switch Bank button to eontrol the UPS output relay to tum
on or off

Detail .

Battery Test
After you select the battery test type and click Submit, the UPSwatch will send the command to the UPS to
enable the battery test accordingly.

Outlet Control
Press the Switch Bank button to control the UPS output relay (on or off ).

Buzzer Mute
Provide an interface for you to mute the UPS buzzer during alarming, the buzzer will resume to alarm next
time when the power event occurs.

5.14 Device >> UPS >>Event Level

Go to Device >> UPS >> Event Level to set up a level for an event. If you want to receive an event notification,
please refer to 5.22 Notification - SNMP Trap and 5.23 Notification - Mail Server.

¢ Home [JLogout |English - -

& SoLaHD
EMERSON uPswatch
| Monitor | Device System Time : Wed 05/23/2012 PM 0217:15 I
[0 Management Notification 1
Canfigure Device » UPS » Event Level
Control Event Level }
Event Level o Event. Over temperature

Level: | Alarm

Event Description Level
4 1 Oierigmperatirg Alarm
. | 2 Recover from over temperature Alarm

—_— Power fail
[ 4 Power restore
‘ 5 Output abnormal Alarm
5 Recover from output abnormal Alarm
Overload
Recover from overload
3 Bypass abnormal Alarm
10 Recover from bypass abnormal Alarm
41 Tum UPS output off Alarm
12 Tum UPS output on Alarm
UPS shutdovmn
Recover from UPS shuldown
15  Charger abnormal Alarm
16 Charger back to normal Alarm
17 UPS system off Alarm
18 UPS system on Alarm
19 Fan fail Alarm
20 Recover from fan fail Alarm
1 Fuse fail Alarm
22 Recover from fuse fail Alarm
i3 UPS general fail Alarm
24 UPS recover from general fail Alarm
5 Waiting for the input power retum Alarm
26 Inpul power retumed Alarm
27___UPS count down to shutdown Alarm 3%
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5.15 Device >> Management >> Communication

Select a serial interface from this web page to communicate with the UPS. The default value is Auto-Scan,
UPSwatch will detect the connected UPS automatically and keep the searched port in the configuration file.

< (% Home [ Logout |English
SoLaHD
EME?SDN UPSwatch

System Time : Thu 05/17/2012 PM 05:35:24

UPS Management Notification
Communication [+] Device » Management » Communication
Configure Communication
Control COM Port: com1 E
Weekly Schedule
Specific Schedule

O
[ — O

5.16 Device >> Management >> Configure

This page is used to configure the major functions, they are: Shutdown, message notify, Run external
command and manageable.

% Home [JLogout |English ~| | =~
SoLaHD

EMERSON UPSwatch

System Time - Wed 06/13/2012 PM 06:32:10

‘Communication Device » Management » Configure

Configure 0 ‘ Shutdown ‘ Pantion

Control 05 Shutdown Type: [ Shutdown [ ] Notify Message

Weekly Schedule UPS Shutdown Delay: 120 second(s) Period: 0 second(s)

Specific Schedule Enable Event = 32“5‘;":";:‘"‘12)9'“ [ Execute Command File

1 Power Fail 300 second(s) =
2 Battery Low 30 second(s) File: s
] 3 OHoad 5 second(s) Run before Shutdown: 120 second(s)
- -
F \ 4[] OnBypass 600 second(s)
R y
- 5 Schedule Shutdown 300 second(s)
Schedule Shuidown Manageable I
Send the Smart Shutdown SNMP Trap [ Allow the UPSwatch to be managed by an
before Shutdown: 120 second(s) authenticated manager.
Note: The authenticated manager can be a centralized management
software. Enable this option to infegiate the UP Swatch in the power

management environment.

Shutdown

Select the Shutdown Type to determine the way to shut down the operating system. There are Shutdown,
Power Off and Hibernate types and the default value is Shutdown.

Now we should continue to determine the shutdown delay time for the following 5 power events: Power Fail,
Battery Low, Overload, On Bypass and Schedule Shutdown. If the power events recover during countdown
then the operating system will cancel the shutdown process, the host will not be shutdown.
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Reaction

Enable the Notify Message to pop up a message box once UPSwatch detects there is an UPS event change.
Assign the period value to report the message periodically, set a 0 to the Period will show the message
only once.

Enable the Execute Command File to run an assigned external file before shutdown. Set a value to the Run
Before Shutdown to inform UPSwatch when to launch the assigned executable file.

Manageable

Select the Allow the UPSwatch to be managed by an authenticated manager option to let the UPSwatch
reply the query from any authenticated manager. The authenticated manager can be a centralized
management software. After collecting the UPSwatch and ShutdownAgent information, the authenticated
manager can provide a comprehensive list of all of the UPSwatch and ShutdownAgent.

In fact, the authenticated manager communicate with the UPSwatch through SNMPv3 with the first default
account in the SNMPv3 USM list. If the Allow the UPSwatch to be managed by an authenticated manager
option is enabled then the permission of“manager” account changes to “Read/Write”, otherwise the
permission is “Disable”.

The default setting of Allow the UPSwatch to be managed by an authenticated manager option is “enabled”
5.17 Device >> Management >> Control

This page is used to configure the major functions, they are: Shutdown, wessage notify, Run external
command and manageable.

" Home Logout |English ~
&
EMERSON

SoLaHD
uPSwatch

System Time - Fri 05/18/2012 PM 05:20:34

s Nosfcaon

Communication Device » Management » Control

Configure ‘ Local Control ‘ ‘ Forward Simulation Trap |

Cancel Countdown |_ Power Fail [ Power Restore.
i Note: The farward simulstion trsp will send the relsted irsp of
Pause Notfy Message Deland MIS fo the assigned SNIMP Trap List

MNote: Pause Noify Messsage will stop pop up the messages until next
time the status changes.

Remote Control ‘
Cancel Shutdown

MNote: Send the Cancel Shutdown SNMP frsp to the sssigned farget
hosts.

Control (]

Weekly Schedule

Specific Schedule

¢

Local Control

Press the “Cancel Countdown” button during the countdown shutdown process to stop counting down. Press
the button again to resume the shutdown process.

In addition to select the Resume Countdown menu item to continue the countdown process, when the
shutdown event changes will start a new countdown process.

Press the “Pause Notify Message” to pause the notification message. The message will resume again when the
UPS status changes.

Remote Control

Press the “Cancel Shutdown” button to send the Cancel Shutdown trap to all of the SNMP Trap target hosts to
stop the shutdown process.
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Forward Simulation Trap

Press the “Power Fail” button to send the simulated power fail SNMP trap to the assigned Trap target IP

addresses.

Press the “Power Restore” button to send the simulated power restore SNMP trap to the assigned Trap target

IP addresses.

5.18 Device >> Management >> Weekly Schedule

Go to Device >> Management >> Weekly Schedule to arrange a weekly schedule for the UPS. You can select
No Action, Shutdown, Restart, 10-Second Test, and set up what day and what time you want the action to be

executed.

Note: The priority of a specific schedule is higher than the weekly schedule.

&
EMERSON

SoLaHD
uPswatch

£ Home

[J Logout |English -

System Time : Wed 05/23/2012 PM 02:17:49

ups Notification
Communication Device » Management » Weekly Schedule
Configure Weekly Schedule
Control Action SUN | MON | TUE | WED | THR | FRI | SAT Time
R 10 | 1 Shutdown =] ] & 21:00
2 Restart = ] a 07:00
e Sond 3 10 Seconds Test[=] B &) B & 1200
4 No Action [=] B B B ] B B ] 00:00
5 No Action =] @} B &} ] B B ] 00:00
: 6 No Action [=] B B B B @ B8 @ 00:00
= -] 7 [NeAden  [F] © B B B B © @ 00N
= g No Action [=] B B B B @ B8 @ 00:00

5.19 Device >> Management >> Specific Schedule

Go to Device >> Management >> Specific Schedule to arrange a specific schedule for the UPS. You can set
up a specific date (MM/ DD/ YYYY) and time (hh:mm) for a specific action (Stop Action, Shutdown, Restart,

10-Second Test, Deep Battery Test).
Note: The priority of a specific schedule is higher than the weekly schedule.

SoLaHD

Communication
Configure
Control

Weekly Schedule

Specific Schedule

o4

Management

) YA

NNotification

Device » Management » Specific Schedule

Specific Schedule

UPswatch

% Home

[ logout |English ~[ | =

System Time : Wed 05/23/2012 PM 02:18:07

Di YYYY)

Action

06/0172012
007002000
00/00/2000
00/00/2000
00/00/2000
00/00/2000
007002000

00/00/2000

© @ N @ B ow N o

007002000
00/00/2000

1 annnrINn

12:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00
00:00

nnnn

Deep Battery Test[x]
Stop Action
Stop Action
‘Stop Action
Stop Action
Stop Action
Stop Action
Stop Action
Stop Action

Stop Action

4 1B EEEEEE

Ston Artinn

.
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5.20 Device >> Notification >> SNMPv1 Access

The UPSwatch supports SNMP protocol and SNMP NMS (Network Management System), which are commonly
used to monitor network devices for conditions that call for administrative attention. To prevent unauthorized
access, you can specify the NMS IP addresses that are allowed to access, their community strings and access
levels. The maximum number of IP entries is 255.

X % Home [ Logout |English ~
& SOLAHD
EMERSON upPSwatch
|  Monitor | Device | System | System Time : Wed 05/23/2012 PM 02:18:21
WS Management
SNMPv1 Access. o Device » Notification » SNMPv1 Access
SNMPv3 USM SNMPv1 Access Table
SNMP Port: 161 Download Mi:  UPSwalch
SNMP Trap o o
Mail Server
IP address 0.0.0.0 represents it sllows to receive the
Access IF-{0.0.0.0 ‘SNMP packets from any host.
SMS Community: public
Permission:| Read Only [
Wake On LAN
IP Address Community Permission
- Y 1 0 public Read Only
- < 2 172.16.186.21 public Read/Write
= / 3 172.16.186.102 public Read Only

5.21 Device >> Notification >> SNMPv3 USM

SNMPv3 offers features such as the encryption of packets and authentication to improve security. The SNMPv3
USM (User Session Management) allows you to assign 32 User Names whose access is granted via SNMPv3
protocol. You can also define their respective Security Levels, Auth Passwords, Priv Passwords and Permission.

The first one account cannot be deleted, to disable it please go to the Device >> Management >> Configure
web page then uncheck the manageable option.

A ¢ Home [y Logout |English [ ) =
& SoLAHD
EMERSON uUPSwatch

System Time : Wed 05/23/2012 PM 02:18:36

| Monitor |

UPS  Management
SNMPV1 Access Device » Notification » SNMPv3 USM

swpausw @ | | swevausk |

SNMP Trap Context Name: cn1027

Auth Protocol: MD5 Priv Protocol: CBC-DES
Mail Server
SMS User Name: manager Security Level:| Auth, Priv E| E
Auth Passworg: ==+ Priv Password: *====
\Wake On LAN Permission:| Read/Write [+ |
h User Name Security Level Auth Password Priv Password Permission
_f 1 anags Auth, Priv e e Read/Write
L ) 2 jesse Auth, Priv. s sramaes Read/Write
= ) ! .
A 3 nelson Auth, Priv. =~ e ! Read Only
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5.22 Device >> Notification >> SNMP Trap

SNMP Trap alerts users to event occurrences in your monitored environment. To enable SNMP Trap, you must
add Target IP addresses to the Target IP list. Specify the Community String, Trap Type, MIB, SNMPv3 User
Name(If the Trap Type is SNMPv3), UDP port, and Event Level, and click Add. If you wish to update or delete a
Target IP address, specify the IP address in the Target IP list, and click Update or Delete. You can add up to 255

SNMP trap target hosts in the list.

SoLAHD
uPswatch

&
EMERSON

Nottcaton

Communication Device » Management » Weekly Schedule

2
m
o

=
F
=

n
2

£ Home

£
]

3 Logout |English

System Time : Wed 05/23/2012 PM 02:17:49

Configure Weekly Schedule

Control Action SUN | MON | TUE

Weekly Schedule @ ! Sluitiow] Il a

2 Restart [=] B

Soecitc Schede 3 10 Seconds Test[~] ] ]

4 No Action [=] ] B ]

5 No Action [=] ] ] &

; 6 No Action =] B @\ B

ﬁ y i No Action [=] =] =] =]

3 No Action [=] ] B =]

H =

OOO0OOE

B =

Oooooo

BEEE

Oo@ooag

i s

Note: The UPSwatch provides SNMPv1, v2c and v3 traps to satisfy most of customers’ environments. If you
use the SNMPv3 trap, please provide one of the user names in the SNMPv3 USM table.

You can determine what event notifications should be sent to the Target IP(s) from Event Level. Three Event

Levels are listed as follows:

Information: All event notifications are sent to the target address.

Warning: Both Warning and Alarm event notifications are sent to the target address.

Alarm: Only Alarm event notifications are sent to the target address. You can go to Device >>Management

>> Event Level to change the event level.

ShutdownAgent 2012: All of the power events will be sent to the assigned ShutdownAgent to inform
the complete current UPS status and state. Meanwhile, UPSwatch collect all of the ShutdownAgnet 2012
information through the SNMPv3 “manager”account then display them in the Monitor >> Information >>

ShutdownAgent web page.
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5.23 Device >> Notification >> Mail Server

The user can set up the SMTP Server and the e-mail receiver so the designated recipient can receive the e-mail
notification from the UPSwatch whenever a power event occurs.

% Home [ Logout |English ~| 7 =

& SoLAHD
EMERSON UPSwatch

‘System Time : Wed 05/23/2012 PM 02:18:36

ws Managoman

SNMPV1 ACCESS Device » Notification » SNMPv3 USM

sNWPviusM @ | | sMMevzusm |

SNMP Trap Context Name: cn1027

Auth Protocol: MD5 Priv Protocol: CBC-DES
Mail Server
SMS User Name: manager Security Level:| Auth, Priv [=] =
Auth Password: ==+ Priv Password: ===
\Wake On LAN Permission: Read/Write [+ |
"A User Name Security Level Auth Password Priv Password Permission
< | 1 managet Auth. Priv s Read/Write
— \ 2 jesse Auth, Priv subsuser shasiss Read/Write
— 7 ! .
o 3 nelson Auth, Piv. =~ e e Read Only

SMTP Server: This is the hostname of a SMTP Mail Server used to send the email message from the
UPSwatch.

Account: The SMTP server login account.
Password: The Mail Server’s login password belong to the assigned account.

Add, Update, Delete: Add, edit or remove the email address that you wish the UPSwatch
to send an e-mail to.
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5.24 Device >> Notification >> SMS

To send the SMS message to your mobile phone, you have to connect a GSM modem to your computer

through a R$232 COM port. UPSwatch send the SMS through AT command by PDU format. Any GSM modem
that support the following 3 AT commands will be able to work with UPSwatch:

AT
AT+CMGF
AT+CMGS

GSM Modem: You have to assign a COM port which is physically connect to the GSM modem.

Mobile Phone Number: Add, edit or delete the mobile phone numbers in the list.

& SoLAHD
EMERSON uPSwatch

Monitor |

WS Mensgoment

SNMPV1 Access Device » Notification » SMS

SNMPv3 USM GSM Modem

COM Port: [com3 [=]

% Home [JLogout |Engiish ~/

Systam Time * Wed 05/23/2012 PM 02:19:25

Baud Rate: (9600 [=]

SNMP Trap
Mail Server
Mobile Phone Number
SMS| ° Phone Number. 0938371715
Wake On LAN Event Level: | Information =]
Mobile Phone Number Event Level
1 4‘ 2 0982790372 Alarm
- )
G >

5.25 Device >> Notification >> Wake On LAN

Wake On LAN function can start up clients’ PCs from network with MAC address, and you can set up at
maximum 256 MAC addresses. The configuration can wake up clients’ PCs after power restores or the

UPSwatch starts up
. {® Home  [J Logout |English ~
& SoLaHD

EMERSON ek

Monitor | Device | System | System Time : Wed 05/23/2012 PM 02:19:39

UPS  Management
SNMPV1 Access Device » Notification » Wake On LAN
SNMPV3 USM WOL Host List
SNMP Trap Title: SW-IBM-DB

MAG (0000000 00-20-A5-07-C4-32

Mail Server Delay: 3 minute(s)
_— Wake Up Condition: [¥] power Restore [¥] System Startup
Wake On LAN [»]

Title MAC Delay Restore Startup
00-20-A5-07-C4-32 3 Yes Yes
21-34-08-4C-83-77 0 Yes Yes
02-82-45-CB-8A-01 3 Yes Yes

1 SW-IBM-DE
i 2 3F-DHCP
3 3 Eng-HP-Web
S

:\.‘f\
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5.26 System >> Administration >> Information
Here to assign the system information for the UPSwatch, including Installation Date, Location and Description.

% Home [ Logout |English ~

é SoLaHD
EMERSON UFSwatch
System Time . Fri 05/18/2012 PM 11:45:16
Information ] System » Administration » Information

Login User [ 1aformation |

Web System Name: SW-Server-IBM

System Contactor: Jesse

Batch Configuration
System Location: SW-Rack1

Installation Date: 05/18/2012 (MM/DDIYYYY)

=
== :

Al

5.27 System >> Administration >> Login User

You can manage the login authentication for web interface by assigning 3 different level of users’ account
and password.

The access permission for the account types are listed as follows:
Administrator: Permitted to modify all settings.
Device Manager: Permitted to modify device-related settings.

Read Only User: Only permitted to observe UPSwatch status.

R % Home [ Logout |Engish ~
SoLaHD
EMEﬁSON uPSwatch

System Time - Fri 05/18/2012 PM 05:23:26

Information System » Administration » Login User

Login User o | User Manager

Account Name Password

Web Finisoge (16 chars max.) {16 chars max.)
Batch Configuration 1 Administrator admin ssssssns
2 Device Manager device Emensase

g 3 Read Only User user ssssssns
——

L WO
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5.28 System >> Administration >> Web

This menu lets the administrator enable or disable the HTTP/HTTPS communication protocols available
in the UPSwatch.

o = (% Home [ Logout |English ~
SovLaHD
EMERSON upPSwatch
System Time : Fri 05/18/2012 PM 05:23:43 1
Information System » Administration » Web
Login User Configure Web ‘ SSL Certificate ‘
web ° HTTP: @ Enable © Dissble Certicate File (PEM format):
Batch Configuration HTTPS: @ Enable © Disable uwmmenemmmmamcmsgmmmnpenssuur
o B e g ol
HTTPS Port: 443
7;; Web Refresh Peried: 3 Seconds
F—
HTTP:
Enabling or disabling the HTTP connection with the UPSwatch.
HTTPS:
Enabling or disabling the HTTPS connection with the UPSwatch.
HTTP Port:

The user may configure HTTP protocol to use a port number other than standard HTTP port (80).
HTTPS Port:

The user may configure HTTPS protocol to use a port number other than standard HTTPS port (443).
Web Refresh Period:

The period of time to update the monitoring web pages. The range is 179999 seconds.

SSL Certificate:

To ensure connection security between the UPSwatch and the connecting workstation, SSL certificate can be
used to encrypt and secure the integrity of transmitting data.

Certificate File:

This allows you to replace your own SSL certificate file. The UPSwatch supports PEM format which is generated
by OpenSSL. Click Choose File to upload a certificate file.
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5.29 System >> Administration >> Batch Configuration

The UPSwatch provides batch configuration to allow quick and effortless setup on multiple UPSwatch
hosts. You can duplicate settings by downloading the configuration file from the UPSwatch that you have
successfully configured, and upload the configuration files on other hosts.

Download:

Download the config.ini for you to store or edit the configuration file.
Upload:

Upload the configuration file to UPSwatch to apply the change immediately.

% Home [ Logout |English -~ =
SovLaHD

EMERSON UPSwatch

System Time - Fri 05/16/2012 PM 05:23:58

Information System » Administration » Batch Configuration

Login User System Configuration

Web Configuration File
Batch Configuration ©

DescriptionThe batch configuration is used to configure all o° the
system parameters st one time. Plesse foliow the following
’ sieps lo camplete the process:
Step1  Press the Download button fo download the configure.ni
file which includes sll of the system parameters.

Step2  Please follow the file format, There must has & [Section]
before item_name=item_value and the last ine must be.
[End] section

m,

A WO

Step3  Edit the configure.ini file by the text edit software. Remove
the ftems which you Gon't want o be changed, just lesve
the ftems which you want to configure.

Stepa  Select the modified configure ini fie and press the Upload
button to upload the fie.

Step5 Wit for about 10 seconds for the system to updete the
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6. 2008 Server Core Setup for UPSwatch

While installation the UPSwatch in the 2008 server core, it requires the following commands to transfer the file
and add some rules for firewall.

1. Disable firewall:

netsh advfirewall set allprofiles state off
2. Enable firewall:

netsh advfirewall set allprofiles state on
3. Add aremotely shared directory:

net use e \\<ip address>\e
4. Open the SNMP Trap UDP 162

netsh advfirewall firewall add rule nome="SNMPTrop” protocol=UDP
dir=out localport=162 action = allow

5. Open SNMP Server UDP 161

netsh advfirewall firewall add rule name="SNMPServer”
protocol=UDP dir=in localport=161 oction = allow

6. Openthe HTTP TCP 80

netsh advfirewall firewall add rule nome="HTTP” protocol=TCP
dir=in localport=80 action = allow

7. Open HTTPS TCP 443

netsh advfirewall firewall add rule name="HTTPS” protocol=TCP
dir=in localport=443 oaction = allow

First, put the UPSwatch-Setup(x64).exe setup file in the 2008 server directory. If there is no CD-ROM you can
set the “Disable firewall” command, “Add a remotely shared directory”command then copy the file from your
PC to the 2008 server. Don’t forget to set the “Enable firewall” command when complete.

Second, follow the chapter 2 to install the UPSwatch in the 2008 server. The last step is use the open
HTTP/HTTPS, SNMP Trap/Server port commands to open the necessary which you want.
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You can easily run the UPS-Config.exe to configure the basic networking parameters for the web and
SNMP network protocols after installation.

Select [8] to help you to insert or remove a firewall rule for the UPSwatch.
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7. XenServer Setup for UPSwatch

To install the UPSwatch in theCitrix XenServer, please see 2.2 For Linux System in Chapter 2
Installation| Uninstallation. To configure the basic networking parameters including the Xen firewall,

please see Chapter 3 Console Configuration.

7.1 Install PV driver for Guest OS

To shutdown the guest OS from XenServer, you need to install the PV driver for all of them so as to inform the
guest OSes shutdown smoothly.

7.2 Configure UPSwatch for Xen

The only thing that you need to do is to estimate the period of time during shutdown all of the guest operating
systems which run in the XenServer. Then

1. Login to the web interface of UPSwatch and the account level should greater than or equal to

device manager.

2. Go to the Device >> Management >> Configure web page and fill the estimated time in the Run Before
Shutdown field of the Reaction group.

&
EMERSO

ups

Configure

Conirol

N

|  Monitor | Device

Noticaon

Communication

o

Weekly Schedule

Specific Schedule

Device » Management » Configure

SoLAaHD
uPSwatch

% Home [ Logout |English ~ | ) =

Syslem Time - Fri 05/18/2012 PM 11:48:35

I

Shutdown Reaction
0S Shutdown Type: | Shutdown [ Notify Message
UPS Shutdown Delay: 120 second(s) Period: D second(s)
08 Shutdown Delay i L4
Enable Event (in seconds) [Tl Execute Command File

- /usr/local/upsentry/ ~
1 Power Fail 300 second(s) command/ command.E5X
2 Battery Low 30 second(s) File: £
3 Overload 60 second(s) I Run before Shutdown: 120 secend(s) I
4 Schedule Shutdown 300 second(s) Submit

Schedule Shutdown

3. We have built the command.Xen script file to shutdown the guest OSes, so you have to change the file
name from command.ESX to command.Xen in the Execute Command File. Please then check the Execute
Command File checkbox to enable shutdown the guest OSes.

.ib
EMERSO

Communication
Configure

Control

N

Notitcaton

‘Weekly Schedule

Specilic Schedule

Device » Management » Configure

SoLaHD
upPswatch

% Home [ Logout |English ~| ) =

System Time : Fri 05/18/2012 PM 11:48:35

I

Shutdown Reaction
0S Shutdown Type: | Shutdown [ ] Nolify Message
UPS Shutdown Delay: 120 second(s) Period: 0 second(s)
‘08 Shutdown Delay Tl
Enable Event {in seconds) Execute Command File
- /usr/local/upsentry/ -
1 Power Fail 300 second(s) aeanA T e
b Battery Low 30 second(s)
3 Overload 60 second(s) Run before Shutdown: 120 second(s)
4 Schedule Shutdown 300 second(s)

Schedule Shutdown

4. Press Submit button to update your changes.
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8. Linux KVM Setup for UPSwatch

To install the UPSwatch in the Linux server, please see 2.2 For Linux System in Chapter 2 Installation/
Uninstallation.To configure the basic networking parameters including the firewall, please see Chapter 3

Console Configuration.

8.1 Install libvirt Tools for KVM

To shut down the guest OS from Linux server, you have to install the libvirt. UPSwatch calls the virsh to shut

down the running guest OSes.

8.2 Configure UPSwatch for KVM

The only thing that you need to do is to estimate the period of time during shutdown all of the guest operating

systems which run in the KVM server. Then:

1. Login to the web interface of UPSwatch and the account level should greater than or equal to

device manager.

2. Go to the Device >> Management >> Configure web page and fill the estimated time in the Run Before

Shutdown field of the Reaction group.

5 % Home
& SoLAHD
EMERSON UPSwatch

Nottcaton

[7) Logout |Engiish ~

|  Monitor | Device | ‘System Time - Fri 05/18/2012 PM 11:48:35

Communication Device » Management » Configure

Configure [} Shutdown Reaction

Control 03 Shutdown Type: | Shutdown [« Notify Message

Weekly Schedule UPS Shutdown Delay: 120 second(s) Period: 0 second(s)
Specific Schedule Enable Event O5isautiowm; elay, [ Execute Command File

(in seconds)

/usr/local/upsentry/ +

y
o Schedule Shutdown

1 Power Fail 300 second(s) comman i ombn il EoE,
2 Battery Low 30 second(s) File: -
4 3 Overload ] second(s) | Runbefore Shutdown: 120 seconats) ||
=== p =
= y 4 Schedule Shutdown 300 second(s) Submit
=

i

3. We have built the command.KVM script file to shut down the guest OSes, so you have to change the
file name from command.ESX to command.KVM in the Execute Command File. Please then check the

Execute Command File checkbox to enable shutdown the guest OSes.

. 1% Home
& SoLAHD

EMERSON upswatch

Noificaon

[y Legout |English -~

| Monitor | Device | System Time : Fri 05/18/2012 PM 11:48:35

Schedule Shutdown

Communication Device » Management » Configure
Configure ] Shutdown Reaction
Contral 0S Shutdown Type: | Shutdown [ ] Nolify Message
Weekly Schedule UPS Shutdown Delay: 120 second(s) Period: 0 second(s)
Specific Schedule Enable Event oS! g:"s‘gcmgf'w [“fExecute Command File
1 Power Fai W seeondls) Cammana) commanavere. I
b Battery Low 30 second(s)
) 3 Overload 60 second(s) Run before Shutdown: 120 second(s)
o =
=Ry \ 4 Schedule Shutdown 300 second(s)
s 7

m

4. Press Submit button to update your changes.
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9. Work with the ShutdownAgent 2012

1. Open the UPSwatch property from the Windows task bar to get the IP address of the server.

UPSwatch - Property

General

System
UPSwatch

02.01.13u

Host Information

Language:

English w

E AN T T e Y

]PAddress=|

060:0069:3867%4 A

10.0.10.33

Host Name=

te80::d891:189:2f5C:5e2C%7
100.75.31.114 v

WTNINBO6BT
Web

Login Account...

Cancel

2. Login to the ShutdownAgent 2012 web and add the SNMP IP address
and the trap port as the following to receive the SNMP trap from the UPSwatch.

EMERSON

Configure
Conirol

Forward Trap

Device

o Device » Host » Configure

¥ Shutdown
Shutdown Type: |Shutdown =]

% Home [ Logout |English

SoLAHD
UPSwatch

System Time - Wed 011172012 AM 10:59:16

¥ Source IP
Receive Trap Port: 162

Enable Event

Purpose: © For Redundant (Logical OR)

05 Shutdown Dela 2
Y © For Parallel (Logical AND)

(in seconds)
1 Power Fail 300 second(s) 23
2 Battery Low 30 second(s) Source Trap IP: 10.0.10.33
3 Overload 60 second(s) Commundy:| pubkc
5 @ s 50 - SNMPv3 User:
Fi mar own second(s]
= “
Hote: Leave ity empty wil y sting.
Leave the SNMPv3 User empty will accept all of the users in the
SNMPvE USM table.
¥ Reaction
p IP Address | Community : SNMPv3 User
Motify Message T A0 T
Period: 60 second(s)

[l Execute Command File

c:\windows\notepad.e -

xe
File:

Run Before Shutdown: 300

I Manageable

Allow the ShutdownAgent to be managed by an
authenticated manager.

E

second(s) Mote: The suthenticatzd manager can be a SNMP card or &
centralized manage Enable th f
s
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3. Open the ShutdownAgnet 2012 property from Windows task bar to get the IP address of the server.

-
Shutdown-Agent - Property

g~

General

System

Shutdown-Agent Language:

00.00.02

Host Information

IP Address= -A237:54a2:62e5%10

10.0.10.14

L

=211 "f8e2:9c5d: 78ac%:26
169.254.120.172

Host Wame= jesse-zhuo-nbl

Web
Port= B

[VIHTTPS  Port= 443

Login ACCOUNE...

[ ®we |[ mA

]

4. Go back to the UPSwatch web page, add the IP address of ShutdownAgent 2012 to the SNMP Trap table.
Please select “ShutdownAgent 2012 for the Event Level and UPSV4 or UPSV5 as the Trap MIB.

5. If you enable the manageable option in the ShutdownAgent then you can observe all of the shutdown
status, countdown timer and shutdown reason from the UPSwatch. The web page is on the Monitor >>
Information >> ShutdownAgent.

UPS Management Notification

Device » Notification » SNMP Trap

SNMP Trap Target List

SNMPv1 Access

i % Home  [JLogout |English ~]
SoLaHD
EME%ON Upswatch

| Device |

System Time : Fri 05/18/2012 PM 11:57:51
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SNMPv3 USM
SNMP T
o o Target IP: 10.0.10.14 Commurity String: public
i Sa Trap Type: SNMPvi [~] MIg: [UPSv4 [~ |
Send Trap:|Once [~] Trap Port 162
sMS SNIMPv3 User Name: Event Level | ShutdownAgent 2012 = |
The User Name must match with the same field in the
Wake On LAN SNMPY3 USM fable. SNMP Port for ShutdownAgent: 161
Updae
. | BB ey COmMMmunity Port MIB Type Event Level SNMPv3 User
— r |1 do00i4 public 162 UPSvd vl ShutdownAgent 2012
=0 9 !
j




The information in this manual is provided as a guide for installation, operation, and maintenance. It does not

affect or exceed our obligations under the Terms and Conditions of Sale.

Note that unit specifications are subject to change without notice.

Technical Support

Website: www.solahd.com

Technical Support E-Mail: solahd.technicalservices@emerson.com
Toll-Free: (800) 377-4384

USA: (847) 268-6651

Warranty

Please see the “Terms & Conditions of Sale” document within the UPS packaging.

While every precaution has been taken to ensure accuracy and completeness in this manual, Appleton Grp LLC d/b/a Appleton Group
assumes no responsibility, and disclaims all liability for damages resulting from use of this information or for any errors or omissions.
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